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Abstract 
 Network intruders usually use a series of hosts (stepping stones) to conceal 
the tracks of their intrusion in the network. This type of intrusion can be detected 
through an approach called Stepping Stone Detection (SSD). In the past years, SSD 
was confined to the detection of only this type of intrusion. In this dissertation, we 
consider the use of SSD concepts in the field of backdoor attack detection. The 
application of SSD in this field results in many advantages. First, the use of SSD  
makes the backdoor attack detection and the scan process time faster. Second, this 
technique detects all types of backdoor attack, both known and unknown, even if the 
backdoor attack is encrypted. Third, this technique reduces the large storage 
resources used by traditional antivirus tools in detecting backdoor attacks. This study 
contributes to the field by extending the application of SSD-based techniques, which 
are usually used in SSD-based environments only, into backdoor attack detection 
environments. Through an experiment, the accuracy of SSD-based backdoor attack 
detection is shown as very high.  
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 Network applications are an important part of our daily lives. We  cannot 
dispense with the use of these networks. At the same time, security attacks have been 
dramatically increasing. Security attacks come from users who do not have 
authorization to access the network and use the software. Most of the time, an 
unauthorized access is run by using a special malicious software called “malware.” 
 In the last ten years, malware attacks have become a common  crime story 
online. Nowadays, well-known threats, including viruses, worms, trojans, backdoors, 
exploits, password stealers, and spyware, have reached millions, and among these 
threats, the backdoor attack has a high rate of intrusion across global networks 
around the world (Microsoft, 2012).  
 The backdoor attack is a hidden technique used to gain remote access to a 
machine or another system without authentication. It was a major threat in recent 
years and is one of the threats that cause  serious concerns because the  outbound it 
generates consists of several types of packages and exerts dangerous control over a 
range of hosts (B. Choi & Cho, 2012). As such, detecting backdoors has become an 
urgent demand today. 
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